
INTRODUCTION
LLM Re-rankers are increasingly used in agentic 
RAG systems. However, earlier studies have 
demonstrated their vulnerabilities to injection 
attacks. In this study, we aim to compare the 
effectivenes of different types of attacks, and the 
robustness of defensive prompts against each of 
them. 

CO NCLUSIO N
IMalicious instruction attacks are more effective overall 
against LLM re-rankers compared to content injection 
attacks. However, they are also easier to fix using 
defensive prompts. Content injections are lesss effective 
but cannot be defended against. Reasoning modes also 
doesn’t seem to be effective at defending against such 
attacks. This demonstrates difficulties in protecting LLM 
against such attacks.
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INJECTIO N BEHAVIO R AGAINST DEFENSIVE 
PRO MPTING
We observed that malicious instruction injection is by far the most effective method of 
manipulating LLM re-ranker. However this attack can be mitigated through deffensive 
prompting that reverse engineer the attack prompt to steer LLM re-rankers back towards their 
original task

REASO NING MO DE 
DO ESN’T HAVE 
SIGNIFICANT EFFECT
Although previous studies demonstrated 
that higher reasoning efforts can improve 
task accuracy, we found no evidence that 
they can significantly improve robustness 
of LLM against prompt injection attacks. 
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